Nonutnka o6paboTKn NepcoHarbHbIX AaHHbIX

1. O0wWwMe nonoxeHus

HacTtosawun ookymeHT (ganee — lNonutunka) onpegenser uenu n odwne
NpUHLUUNbI 06paboTKN NepCOHanbHbIX JaHHbIX, @ TaKkkKe peanusyemble
Mepbl 3aLUTbl NepcoHarnbHbIX JaHHbIX Yy OnepaTtopa. [NonuTtuka
aBnseTca obLenocTynHbiM JOKyMeHToM Onepartopa u
npegycMmaTtpuBaeT BO3MOXHOCTb O3HaKOMITEHUS C Heur NodbIX nuy,.

[Monutnka gencreyet 6eccpoyHO nocne yrBepXaeHus U 4o ee 3aMeHbl
HOBOW BepCUEN.

B lNonuTtrke ncnonb3yTcs TEPMUHBI U onpeserneHns B COOTBETCTBUM C
NX 3HAYEHNAMMN, Kak oHM onpeaerneHsl B ®3-152 "O nepcoHarnbHbIX
JaHHbIX".

O6paboTka nepcoHarnbHbIX AaHHbIX OnepaTopa OCYLLECTBSETCA C
cobniogeHnem NPUHLUKUMNOB U YCNOBUIA, NPeLYyCMOTPEHHbIX HACTOSILLEN
[MonuTnkon n 3akoHogatTenscTBoM Poccuinckon ®enepauum B obnactu
nepcoHarbHbIX SaHHbIX.

2. npaBOBble OCHOBaHuA 06p860TKVI nepcoHasibHbIX AaHHbIX

O6paboTka nepcoHarnbHbIX AaHHbIX ocywecTenseTcsa Onepatopom Ha
3aKOHHOWM U cnpaBeasInBoM OCHOBE, HA OCHOBaHWUU CrefyroLLnX
AOKYMEHTOB:

KoHcTuTyuus Poccumnckon degepaunu;

Tpyooson kogekc Poccunckon ®enepaunm;

pakgaHcknn kogekc Poccuimnckon dengepauum;

HanoroBbin kogekc Poccuinckon ®enepaunu;

depepanbHbln 3akoH OT 27.07.2006r. Ne 152-93 «O nepcoHarbHbIX
JAaHHbIXY;

®epepanbHbit 3akoH oT 06.04.2011r. Ne 63-d3 «O6 aneKTpoHHOM
Noanucu»;

denepanbHbin 3akoH oT 04.05.2011r. Ne 99-93 «O nuueHsnpoBaHum



OTAENbHbIX BUAOB AeaTenbHOCTUY»; PeneparnbHbln 3akoH oT 07.07.2003r.
Ne 126-93 «O cBssny»; PegepanbHbi 3akoH oT 01.04.1996r. Ne 27-03
«O6 nHamBmngyaneHOM (NEPCOHNMPULMPOBAHHOM) y4ETE B CUCTEME
06s13aTeNbHOr0 NEHCMOHHOIO CTPaxoBaHNUAY;

denepanbHbin 3akoH 0T 22.10.2004r. Ne 125-03 «O6 apxuBHOM aene B
POy;

depepanbHbln 3akoH OT 29.12.2012 N 273-93 "O6 obpasoBaHun B
Poccuiickon degepaunn®;

3. Mopsaaok n ycnoBusa o6paboTkn NepcoHanbHbIX AaHHbIX

O6paboTka nepcoHanbHbIX AaHHbIX OnepaTopoM BeeTCA CMeLlaHHbIM
crnocobom, T.e. NPONCXOAMT Kak, C UCMONb30BaHMEM CPeacTB
aBToMaTU3aumn, Tak N 6e3 TakOBbIX.

OcyuiecTBnATCA crieqyowme 0eNCTBUS C NepcoHarnbHbIMU AaHHBIMMU:
cbop, 3an1cb, cMCTEMaTU3aLUNS, HaKONMEeHNEe, XpaHeHNe, YTOYHEHME
(oGHOBNEHNE, U3MEHEHME), N3BNeYeHNe, UCMNONb30BaHNe, Nnepeaavya,
NpenocTasrneHne, 4ocTyn), obes3nnymBanne, 6rnoknpoBaHue, yoaneHue,
YHUMTOXEHNEe NepcoHarbHbIX AaHHbIX.

|_|pl/1 o6pa60TKe obecneynBaroTCa TOYHOCTb, AOCTAaTOYHOCTb U
adKTyaJIbHOCTb NepcoHalibHbIX AaHHbIX MO OTHOLWWEHUIO K Uendam nxX
O6pa6OTKM. |_|pl/1 O6Hapy>KeHI/II/1 HETOYHbIX UM HENOJTHbIX NepCOoHalrlbHbIX
AaHHbIX NMPOn3BOAUTCA UX aKTyalin3auuns.

[MonyyeHne n obpaboTka NepcoHanbHbIX AaHHbIX B Cryyasix,
npegycMmoTpeHHbix ®3-152, ocywectensercsa OnepaTtopom C
MMCbMEHHOrO cornacus cybbekTa nepcoHanbHbIX AaHHbIX.
PaBHO3Ha4HbIM COrnacuo B NMCbMEHHON opMe Ha ByMaXHOM
HocuTene, cogepXxawemy cobCTBEHHOPYYHYIO Noannch cybbekTa
nepcoHarnbHbIX AaHHbIX, NPU3HaeTcAa cornacme B opMe 3NeKTPOHHOIo
AOKYMEHTa, No4MMCaHHOro KBanmguumnpoBaHHOM 3NeKTPOHHOM
NoanucCLIO.

Cornacue Ha 06paboTKy nepcoHanbHbIX AaHHbIX MOXET ObITb AAaHO
CyOBEKTOM NepcoHanbHbIX AaHHbIX UK ero npeactaBuTenem B Nobon
No3BOSISAOWEN NOATBEPANTL DAKT ero nonyvyeHust popme, ecrnm NHoe He
ycTaHoBrieHo ©3-152.



Ob6paboTka crneymarnbHbIX KAaTErOPMN NEPCOHaNbHbIX AAHHbIX,
KacaloLwmxcs pacoBOW, HALUMOHaNbHOW NPUHALSIEXXHOCTU, MONUTUYECKNX
B3rNa40B, PENUIMO3HbBIX NN PUNOCOCKNX yOeXaeHNN, UIHTUMHOWN
Xun3Hn, Onepatopom He ocyulecTenseTca. CeeaeHuns, KotTopble
XapakTepusylT unsnosorndieckme ocobeHHOCTM YernoBeka 1 Ha OCHOBe
KOTOPbIX MOXHO YCTaHOBUTb €ro NIMYHOCTbL (bruomeTpuyeckune
nepcoHarbHble JaHHble), MOryT obpabaTbiBaTbCs TOMBKO NPU HaNn4Yum
cornacus B NMCbMeHHON dhopme cybbekTa nepcoHanbHbIX AaHHbIX.

O6paboTka 1 xpaHeHne NepcoHanbHbIX AaHHbIX OCYLLECTBNAKTCA He
AosnbLle, YemM aToro TpebytoT uenm o6paboTkn NnepcoHanbHbIX AaHHbIX,
€CIN1 OTCYTCTBYHOT 3aKOHHbIE OCHOBaHWUA ONA fanbHenwen odpaboTku.

ObpaboTka nepcoHarnbHbIX AaHHbIX HA OCHOBaHMUN OOrOBOPOB U UHbIX
cornaweHunn OnepaTopa, nopyyvyeHnin OnepaTopy 1 NOPYyHEHUN
OnepaTtopa Ha 06paboTKy NnepcoHarnbHbIX JaHHbIX OCYLLECTBNAETCS B
COOTBETCTBUM C YCNOBUAMM 3TUX AOFOBOPOB, COrMaLlleHnn N NOpyHeHU.
BbllweyKkaszaHHble OKYMEHTbI MOryT OnpeaensTb, B YAaCTHOCTHU:

Lenu, ycnoBusi, Cpokn 0b6paboTkn nepcoHanbHbIX aHHbIX;
obsi3aTenbCcTBa CTOPOH, B TOM Yucne Mepbl N0 obecnevyeHunto
6e3onacHOCTU NepcoHanbHbIX AaHHbIX; Npasa, 06a93aHHOCTU U
OTBETCTBEHHOCTb CTOPOH, KacatoLlmnecsa obpaboTkm nepcoHasrnbHbIX
AaHHbIX. B crniydasx, ABHO He NpeayCMOTPEHHbIX OENCTBYOLNUM
3aKkoHO4aTeNbLCTBOM MW 4OroBOpoM, obpaboTka OCyLLecTBNAETCS
nocre nornyvyeHust corrnacus cybbekTa nepcoHanbHbIX JaHHbIX.
Cornacue MoXeT 6bITb BblpaXXeHO B OpMe COBEPLLUEHNSA OENCTBUN,
NPUHATUS YyCNoBUIKA AoroBopa-oepTbl, NPOCTaBNeHNS
COOTBETCTBYHOLLNX OTMETOK, 3anofHeHus nonen B gopmax, bnaHkax,
NN OPopPMIIEHO B NMCbMEHHON OOPME B COOTBETCTBUM C
3aKkoHO4aTeNbLCTBOM.

Onepatop npeanpMHUMaeT HeobxoamMmble NpaBoOBble, OpraHM3auUnoHHbIE
N TEXHUYECKME Mepbl ANns obecneyeHns 6e3o0nacHOCTU NepcoHarnbHbIX
AaHHbIX, NX 3aWNTbl OT HECAHKLMOHNPOBAHHOIO (B TOM YuCHe,
CNy4yanHoro) oocTyna, YHUITOXEHUSA, U3MeHEeHNS, BNOKMPOBaHUS
AocCTyna n gpyrux HeECaHKLMOHMPOBaHHbIX AenCcTBUN. K Taknm mepam, B
YaCTHOCTU, OTHOCSTCA:

Ha3Ha4YeHne COTPYAHUKOB, OTBETCTBEHHbIX 3a OpraHM3auunio obpaboTkm
n obecneveHne 6e30nacHOCTM NepCcoHarbHbIX AaHHbIX; NPOBEpPKAa
Hanuuusa B 4OroBopax M BKAOYEHNE NPU HEOBXOANMOCTU B 4JOTOBOPbI



NyHKTOB 06 obBecneyeHnn KoHOUaeHUMaNbHOCTM NEPCOHanNbHbIX
AaHHbIX; n3gaHne nokarnbHbIX akToOB Mo Bonpocam o6paboTkm
NepcoHanbHbIX JaHHbIX, O3HAKOMEHNE C HUMK PaboTHUKOB, OBy4eHne
nonb3oBarenen; obecneyeHne pusmyeckon 6e3onacHOCTU NOMeLLEHNN
n cpeacts 06paboTkn, NPOMYCKHOM PEXUM, OXpaHa, BUAeOHabnogeHE;
OrpaHMyeHne 1 pasrpaHn4yeHne JocTyna CoTpyaHMKOB M MHbIX NUL, K
nepcoHanbHbIM JaHHbIM U cpeacTBaM 06paboTKN, MOHUTOPUHT
AENCTBUI C NePCOHanNbHbIMU AaHHbIMU; onpeaeneHme yrpos
BGe3onacHOCTN NepcoHanbHbIX AaHHbIX Npu nx obpaboTke,
dhopMmnpoBaHmMe Ha X OCHOBE MOAENEN Yrpos; NpUMEHEHNE CPEACTB
obecneveHns 6e30nacHOCTM (AHTUBUPYCHLIX CPEACTB, MEXCEeTEBbIX
9KpaHOB, CPEACTB 3aLUNTbl OT HECAHKLMOHNPOBAHHOIO AOCTYNa, CPEACTB
KpunTorpadunyeckon awmuTbl MIHOPMaL 1), B TOM YMCne npollenmnx
npoueaypy OLEHKN COOTBETCTBUSA B YCTAHOBIIEHHOM MOPSAKE; YYET U
XpaHeHne HocuTenen MHopMaLuum, UCKIKYaLee UX X1LEeHne,
NOAMEHY, HECaHKLMOHNPOBAHHOE KONMPOBAHNE U YHUUTOXEHNE;
pe3epBHOE KOMMPOBaHNE MHOpPMaLMK ANst BO3MOXHOCTU
BOCCTAHOBIEHUS; OCYLLECTBIIEHNE BHYTPEHHErO KOHTPOSISA 3a
cobniogeHnemM yCcTaHOBIIEHHOrO nopsiaka, npoBepka ahPdeKTUBHOCTH
NPUHATBLIX Mep, pearnpoBaHne Ha UHUNOEHTDI.

4. Monutnka nHcpopmauMoHHON 6e30nacHOCTU

OnnatnTtb 3aka3 MoXXHO BaHkoBckumn kaptamm Visa, Master Card,
«Mwup» nnu yepes nnatexHole cuctemol Apple Pay. (Bbl moxeTe ykasaTb
AONOSTHUTENbHbIE CNOCOBLI OnaTbl HA CBOEM CalTe ONTUMAarbHO).
UTtobbl onnatuTb NOKYNKY, Bbl ByneTe nepeHanpaBreHbl Ha cepBep
nnaTexHon cnuctemsl Unitpay, Ha KOTOPOM HYXHO BBECTU HEOBXOOMMbIE
AaHHble. [Mpun onnaTte 6aHKOBCKOM KapTom Be30MacHOCTb NnaTexemn
rapaHTUpyeT npoueccuHroBbin LeHTp Unitpay. NnatexHasa cuctema
Unitpay obnagaet noaTBep>XaeHHbIM CEPTUGIMKATOM COOTBETCTBUS
TpeboBaHusm ctaHgapta PCI DSS B wactn xpaHeHusi, 06paboTkm n
nepefayun gaHHbIxX gepxatenen kapt. CtaHgapt 6e3onacHoOCTU
6aHkoBcknx kaptT PCI DSS nogaepxuBaeTtca MexagyHapoaHbIMuU
nnaTtexHbiMu cuctemamu, Bkrodas MasterCard m Visa, Inc. Cuctema
Unitpay Takke aBnsieTcs ydaCTHMKOM NporpaMmmbl HEMPEPbLIBHOMO
cootBeTcTBUS Compliance Control PCI DSS Compliance Process
(P.D.C.P.). Bawwu koHdumaeHumnanbHble gaHHble, Heobxoanmble Ans
onnaTtbl (PEKBU3UTLI KapTbl, peErncTpaunoHHble gaHHble U 4p.), He



NOCTyNaKT B UHTEPHET-Mara3mH — nx obpaboTka Npon3BoaUTCS Ha
CTOpPOHE npoLueccuHrosoro ueHTpa Unitpay n nonHoCTLIO 3alimuLeHa.

5. paBa cyObEKTOB NepcoHanbHbIX AaHHbIX

CybbekT nepcoHarnbHbIX AaHHbLIX UMEET NpaBo OTO3BaTb Ccornacune Ha
00paboTKy NepcoHanbHbIX AaHHbIX, HANpPaBMB COOTBETCTBYOLL MM
3anpoc Onepartopy no noyTe.

CybbeKkT nepcoHanbHbIX AaHHbLIX UMEET NpaBo Ha MnornyyeHne
MHdOpMaLmMK, Kacaroenca odbpaboTkn ero nepcoHarnbHbIX AaHHbIX, B
TOM YucCre coaepxallen: noareepxageHue akrta obpaboTkm
nepcoHanbHbIX gaHHbIX OnepaTopoM; NpaBoOBble OCHOBAHUS U LEnn
006paboTKn NepcoHanbHbIX AaHHbIX; LEN 1 npuMmeHsiemsle OnepaTtopom
cnoco0bbl 00paboTKM NePCOHanbHbIX AaHHbIX; HAUMEHOBAHWE N MECTO
HaxoxgeHna OnepaTtopa, cBegeHNda 0 nnuax (3a UCKIYeHNEM
coTpyaHukos/paboTHnkoB OnepaTopa), KOTopble UMEKT AOCTYN K
nepcoHarbHbIM AaHHbLIM UITN KOTOPbLIM MOTYT ObITb pacKpbITbl
nepcoHarbHble AaHHble Ha OCHOBaHMK goroBopa ¢ OnepaTopomM Unun Ha
OCHOBaHUU hegepanbHOro 3akoHa;

obpabaTrbiBaeMble NepcoHarnbHble JaHHble, OTHOCSALWMNECS K
COOTBETCTBYHLLEMY CYOBHEKTY NepCcoHasribHbIX aHHbIX, ICTOYHUK UX
NONy4YEeHUN, eCnm NHOW NOPSAOK NPeAcTaBneHNs Takux JaHHbIX He
npegycMoTpeH doeaepanbHbIM 3aKOHOM; CPOKM 06paboTkm
nepcoHarnbHbIX AaHHbIX, B TOM YMCIIE€ CPOKU NX XpaHEHUS; NOPAOOK
OCYLLECTBIIEHNA CYOBHEKTOM NEePCOHanbHbIX AaHHbIX Npas,
npeagycMoTpeHHbix PeaepanbHbiM 3akoHOM "O NepcoHanbHbIX AaHHbIX";
NHpopmaumo 06 ocyLeCcTBNEHHON UMK O Npeanonaraemom
TpaHCrpaHWU4YHOM Nepeaade AaHHbIX;

HauMeHoBaHMe unn damunnilo, Mg, 0TYECTBO M agpec nNuua,
ocyLlecTBnsaoLLEro 06paboTky NnepcoHanbHbIX JaHHbIX MO NOPYYEHMIO
Onepatopa, ecnn obpaboTka nopyyeHa nnu 6ygeT nopy4eHa Takomy
nuuy;

NHble CBedeHus1, NpeaycMoTpeHHble PeageparnbHbiM 3akoHoM "O
nepcoHasnbHbIX AaHHbIX" U gpyrnmn doegepanbHbIMU 3aKoHaMN.,

CybbekT nepcoHanbHbIX AaHHbIX Bpase TpebosaTtb oT Onepartopa
YTOYHEHUS €ro NepcoHarbHbIX AaHHbIX, X BIOKMpOBaHNA UK
YHUUTOXEHNSA B Crny4Yae, ecnuv nepcoHarbHble AaHHbIE ABMAAOTCS
HEeNoOsHbIMU, YCTapEBLUNMN, HETOYHBIMU, HE3AKOHHO NONYYEHHBIMWU UK
He SBNAITCA HEOOXoAUMbIMU ANA 3asiBNEeHHON Lenn obpaboTku, a



TaKkKe NPUHUMATb NPeayCMOTPEHHbIE 3aKOHOM MepbI M0 3alMTe CBOUX
npas.

Ecnun cybbekT nepcoHanbHbIX AaHHbIX cHMTaEeT, 4To Onepartop
ocyliecTBnsieT 06paboTKy ero nepcoHanbHbIX aHHbIX C HapyLeHnem
TpeboBaHun ®egepansHOro 3akoHa "O nepcoHanbHbIX AaHHbIX" MNK
MHLIM 06pa3oM HapyLlaeT ero npasa U cBoboabl, CyOBLEKT
nepcoHanbHbIX JaHHbIX BpaBe obxanosaTb 4ENCTBUSA UNK
6e3gencrteme OnepaTopa B YNOMHOMOYEHHbIV OpraH no 3awuTe npas
CyOBLEeKTOB nepcoHarsbHbIX AaHHbIX (PenepanbHas cnyxba no Hagsopy B
cdepe cBA3N, MHPOPMALMOHHBLIX TEXHOTOMMA N MacCOBbIX
KOMMYHMKaunn - PockomHagsop) nnu B cygebHom nopsake.

Cy6'beKT nepcoHasribHbIX aHHbIX UMEET NpaBO Ha 3allnTy CBOUX NpaB U
3adKOHHbIX MHTEpPEeCOoB, B TOM 4YM1CIi€e Ha BO3MeELleHne y6bITKOB n (I/IJ'II/I)
KOMMeHcauno MmoparibHOro spega B Cy,El,e6HOM nopagke.

6. NMpaBa n o6s13aHHOCcTM Onepartopa

MNpaBa 1 06sa3aHHOCTM OnepaTtopa onpeaensTcsa AeNCTBYOLLUM
3aKoHOAaTenbLCTBOM U cornalweHmammn Oneparopa.

KoHTpornb ncnonHeHus TpedboBaHmin Hactosiwen Monutmnkn
OCYLLECTBISAETCHA OTBETCTBEHHbLIM 3a OpraHm3aLmio odpaboTku
nepcoHarbHbIX aHHbIX.

OTBETCTBEHHOCTb NUL, y4acTBylOLWMX B 06paboTke nepcoHanbHbIX
AaHHbIX HA OCHOBaHMK nopy4vyeHnn Onepartopa, 3a HeNpaBoOMeEpPHoOe
MCNonb30BaHWe NepcoHasnbHbIX JaHHbIX YCTaHaBNMBAETCA B
COOTBETCTBUM C YCITOBUAMM 3aKIto4eHHOro mexxay Onepatopom u
KOHTpareHTOM rpaxxgaHCcKo-nNpaBoBOro gorosopa unu CornaweHus o
KOH(puaeHumManbHOCTN MHopMaLnn.

JNvua, BUHOBHbIE B HApYLUEHUN HOPM, PErynpyoLmnx o6paboTky 1
3aWMTy NepcoHanbHbIX AaHHbIX, HECYT MaTepuanbHyHo,
ANCUNNIIMHAPHYO, adMUHUCTPATUBHYIO, rpaXk4aHCKO-MPaBOBYH UMK
YroroBHYH OTBETCTBEHHOCTbL B NOpsiake, YCTAHOBNEHHOM
denepanbHbIMU 3aKOHAMW, NTOKaNbHbIMW akTamu, cornalleHnsIMu
Onepatopa.

Monutnka 06paboTkm NnepcoHarnbHbIX AaHHbIX pa3pabaTtbiBaeTcs
OTBETCTBEHHbLIM 3a opraHu3aumio 06paboTkn NepcoHarbHbIX AaHHbIX U
BBOOMTCA B AeNCTBME Nocre yTBepxaeHnsa pykosogutenem OnepaTopa.



[MpennoxeHna n 3amedaHns ons BHeCeHNs nameHeHun B MNonnTtuky
crnepyet HanpaenaTb No agpecy admin@pro100vpn.net

MonuTuka nepecMaTprBaeTCsa eXeroaHo Ans noaaepXaHus B
aKTyanbHOM COCTOSIHUW N aKTyanuanpyetcs no mepe HeobxoauMOCTMW.
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